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Summary of a breach anatomy and CyberEdge response

CyberEdge provides an immediate response to assess and control the impact of a breach, expert forensics to help the 
business get back to normal operations, and cover for the businesses legal liabilities to others after a breach. It also 
has valuable cover extensions such as network business interruption and prevention of access to cloud services.   

BrEaCh ForEnSiCS LEgaL Pr notiFiCation FinES &  
invEStigation LiaBiLitiES

Immediate response 
within 1 hour from 
breach coach

Expert forensics: 
what’s been 
affected, how can 
it be contained, 
repaired or restored

Expert legal  
response and PR 
consultancy to 
contain reputational 
damage

Costs of notifying 
data subjects who 
may be affected by 
the breach – and 
credit monitoring to 
prevent further losses

Professional preparation 
for any investigation
Insurable fines and 
penalties by a data 
protection regulator

Defence costs and damages: for
• Any breach of personal or 

corporate data
• Contaminating someone 

else’s data with a virus.
• Theft of system access code 
• Theft of  hardware 

containing personal data
• A negligent act or error by 

an employee
Breach component 

CyberEdge response

In partnership 
with information 
assurance experts 
and law firms, 
AIG offers a suite 
of value added 
services in addition 
to insurance 
protection.

KPMg Cyber response team
Effective cyber response requires a 
multi-disciplinary and coordinated 
approach. KPMG’s cyber response team 
contains technical experts, experienced 
incident managers, forensic specialists 
and legal advisors. We combine the 
bespoke technical knowledge of a 
specialist ‘boutique’ firm with the business 
understanding, variety of skill-set and cross-
border coverage of a global advisory firm. 

Service Area Cover:

•	  Decisive and measured management of 
incidents or threats that your organisation 
may discover, specifically providing 
practical assistance and advice on 
containment, mitigation and continuation or 
resumption of business operations.

•	  An independent view of the risks your 
business faces in line with your current cyber 
detection capabilities and procedures

•	  Providing confidence in the state of your 
cyber response procedures as well as the 
controls and technologies which underpin 
them

•	  Our international network across 140 
countries provides a truly global cyber 
response capability, allowing us to 
quickly assist you during the investigation 
and remediation projects that may affect 
geographically-disparate networks and 
systems.

norton rose Fulbright
Norton Rose Fulbright will navigate through 
the full range of privacy and data protection 
issues worldwide, and provide a global 
strategy to tackle conflicting and often 
onerous data protection requirements.

They provide advice across Europe, the 
United States, Canada, Latin America, 
Asia, Australia, Africa, the Middle East 
and Central Asia and the rest of the world, 
drawing upon the experience of their global 
data protection lawyers and working 
closely with local correspondent firms.

Their areas of work include:

•	  Audits and general compliance 
programmes 

•	  International personal data transfer 
solutions 

•	  Cross border discovery and investigations 
restrictions 

•	 Datacentre hub relocation 

•	  Data loss/breaches and regulatory 
interactions 

•	  Personal data rich products, cloud and 
e-commerce 

•	  Monitoring and whistleblowing schemes

CMS Cameron McKenna
The CMS Cameron McKenna international 
team of lawyers provide expert advice 
on all data protection and, in the UK, 
freedom of information matters. With 
extensive experience across a range of 
industry sectors, they aim to deliver practical 
solutions that solve legal challenges without 
compromising on commercial priorities. 

CMS Cameron McKenna understand that 
the way clients use information is rapidly 
changing. Advancing technologies and 
increasing government regulation mean that 
it is important to keep up-to-date. Their team 
are accomplished at advising businesses 
on the very latest legal and commercial 
developments.

Services cover:

•	  Data protection registration, required terms 
and conditions, and policy development 

•	  Devising procedures for the transfer of data 
to non-EEA countries using model clauses 
and binding corporate rules 

•	  Implementing robust data security policies 
and encrypting mobile devices 

•	  Dealing with requests to intercept 
communication data 

•	  Responding to freedom of information and 
subject access requests 

•	  Implementing direct marketing initiatives that 
are legally compliant 

•	  Resolving data protection issues that arising 
from corporate and outsourcing projects
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to learn more 
about CyberEdge:

E-mail:
CyberEdge@aig.com

Visit:     
www.aig.com/CyberEdge  


