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Product Summary

Conventional insurance products may exclude or
restrict damage caused by a cyber security failure.
As a first-of-its kind umbrella product, CyberEdge PC
fills these gaps with excess and drop-down cover
for multiple lines of business. This additional layer of
protection helps organisations’ manage the risk of
physical damage posed by cyber attacks.

Evolving scope of
cyber damage

Increasing
concern

Industry
innovation

Retention
and cross-sell

Cyber attacks are evolving and are no
longer limited to data breaches and
business interruption. As organisations
increase their reliance on integrated
computer networks, cyber attacks
increasingly pose a physical threat
to property and in some cases harm
to people. As this threat grows in
prominence, both through high-profile
attacks and the media, brokers have the
opportunity to present a valuable and
forward looking insurance solution to
their clients.

Cyber exposures are a major
concern for risk managers. With
cyber exclusions and restrictions
creating gaps in cover, clients are
often uncertain about the protection
provided in their conventional
insurance policies. CyberEgde PC
complements an organisation’s existing
insurance programme and acts as an
additional layer of protection - giving
risk managers confidence they are
protected in the event of a cyber
security failure.

CyberEdge PC is a true industry
innovation which provides brokers
with a unique proposition. As a
first-of-its kind product, it allows
brokers to differentiate themselves
from competitors, present a new and
compelling solution to existing clients,
and acts as an excellent springboard
with which to approach new business.

CyberEdge PC is also a powerful business
retention tool. As an umbrella policy, it sits
above an existing insurance product and
creates a link which encourages clients
to retain their existing policies. Written on
an excess, difference-in-conditions basis,
CyberEdge PC can be cross-sold with
a range of existing insurance products.
It also opens the door for discussions
around cyber exposures and the potential
need for a specialist cyber data breach
and business interruption product.
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There is a large potential market
for CyberEdge PC with coverage
available across a wide range of
industries and policy types.

Sectors

Size

Geography

• Oil and gas producers
Almost all businesses face the
and providers
potential of equipment failure,
• Utility providers
property damage and bodily
injury from cyber security failures. (water and electricity)
• Manufacturers
Therefore, CyberEdge PC is
relevant across a wide range of • Transportation
(airlines, rail, marine,
industry sectors, these include:

CyberEdge PC is designed for
large organisations with complex
risk management programmes.
However, it can also offer a
flexible solution to medium sized
corporations seeking to reduce
their exposure to cyber security
failures.

AIG’s global network means
we have the capability and
local expertise to support your
client’s business across the
world. We combine specialist
local claims teams with external
cyber experts to ensure
organisations receive the rapid
response they require after a
security failure.

•
•
•
•
•
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traffic systems)
Mines
Telematics
Hospitals
Medical equipment
manufacturers
Technology /
software developers
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CyberEdge PC is an umbrella insurance product that works in
conjunction with conventional insurance policies to offer excess
and difference-in-conditions cover for cyber security failures.

Filling gaps and topping
up conventional
insurance products

How CyberEdge PC fills gaps and tops up.

A lack of affirmative cover across traditional insurance
products combined with cyber restrictions and
exclusions, leaves risk managers questioning whether
they are covered in the event of a cyber security failure.
CyberEdge PC is designed to drop-down and fill gaps
in underlying policies created by cyber coverage
restrictions and/or negligent act requirements.
Where no exclusion exists, organisations may wish to
add capacity for damages arising from cyber incidents.
Through the provision of excess limits, CyberEdge PC
tops-up an existing insurance programme and provides
additional protection.

view movie script >
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Central to the appeal of CyberEdge PC is its flexibility.
Clients may choose a combination of excess and differencein-conditions coverage, perfectly calibrated to their needs.

Flexibility
As an umbrella product, AIG’s underwriting expertise allows
CyberEdge PC to sit above a range of business lines:

•Property
•Casualty
•Environmental
•Aerospace
•Marine

•Healthcare
•Professional Indemnity (E&O)
•Cyber
•Crime
•D&O

CyberEdge PC can also be linked to policies provided by numerous
insurers; AIG does not need to be the primary insurer.

Learn more about
CyberEdge PC’s
flexible underwriter
approach
LEARN MORE >

What defines a cyber security failure?
Today’s organisations face a range of cyber threats, both externally from criminals/
hacktivists and internally from rogue or careless employees. Not all of these threats arise
from what you would consider a ‘cyber attack’; computer system failures and violations
can be caused by a number of circumstances. That’s why CyberEdge PC has a broad
definition of what can cause a cyber security failure, this includes:

·

Denial of service attacks

·

Unauthorised access or use

·	Receipt, transmission or behaviour of a malicious code
·	Results from the theft of a password or access code from a premises,
computer system or employee by non- electronic means
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CyberEdge PC extends the terms and conditions of an organisation’s underlying
insurance policies to include cyber security failures that result in property
damage, bodily injury and business losses.
Underlying Policies

Bespoke Limits

CyberEdge PC can follow multiple polices across a range of
business lines. Cover is provided under the same terms and
conditions as the underlying policy – ensuring clients receive the
benefits of their cover without any cyber restrictions. AIG also does
not need to be the primary insurer, CyberEdge PC can sit above
products provided by multiple insurers.

To ensure CyberEdge PC provides an
adaptable solution which reflects the
individual needs of clients, flexible limits
are provided for each coverage type
(property, liability, environmental, etc).

Refer to ‘Details of Cover’ in our Product Profile for
further information.

CyberEdge PC
1st Excess

Limits

Primary Policy

Property

Casualty

Specialty

PI

Insured’s can purchase CyberEdge PC to work in conjunction
with a range of traditional policies.

BACK

Depending on the event and the
coverage taken, CyberEdge PC could
be triggered by a number of different
underlying policies simultaneously,
providing both excess and differencein-conditions cover across different
coverage types.
In addition, the limits for each coverage
type are not aggregated – ensuring
organisations receive the protection they
require when faced with an incident that
triggers multiple underlying policies.

360o Coverage Review

As a leading global cyber insurer, AIG has the
underwriting and claims expertise to offer a
specialist umbrella policy of this type. We will
work with brokers and clients to review their
current insurance programme across all business
lines, identify gaps and potential exposures, and
deliver a customised solution that reflects their
specific needs.
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When a cyber incident occurs, clients need an immediate response to
assess and control the impact, including the support and guidance of
experts to identify what went wrong, restore lost or corrupted data and
handle crisis communications.

Cyber response and
data restoration
CyberEdge PC includes event response cover for:

•Investigatiing the cause
of the security failure
•Restoration, recollection  
or recreation of lost
electronic data
•Crisis communication
services to mitigate the
impact

Access to Experts
Cyber Forensics by KPMG
An effective cyber response requires a multi-disciplinary and
coordinated approach. Assisting in the forensic investigation into
the cause of the security failure, KPMG’s team contains technical
experts, experienced incident managers, forensic specialists and
legal advisors.
Crisis Communications
CyberEdge PC provides access to expert consultant to safeguard
and rebuild a company’s reputation after a cyber incident. These
crisis communications also have the added benefit of being
overseen by legal experts at either Norton Rose Fulbright LLP or
CMS Cameron McKenna LLP.
IBM Support Hotline
Insureds have access to an IBM supported hotline for IT
professionals to consult on identifying key indicators of a breach.
Claims Experts
Our cyber claims specialists have the authority to promptly make
decisions and rapidly assist clients who may have just faced a breach.

Cyber security
failures

Product Summary

Value-Added Benefits
When it comes to cyber attacks, prevention is still the
best protection. With CyberEdge PC, clients have
access to a range of valuable risk management tools
and external experts. These include:

• CyberEdge Mobile App for
iPhone®, iPad® and Android®
• CyberEdge Risk Tool – compliance
and regulatory risk management
advice
• AutoShun® - hardware that helps
stop cyber attacks in real time
• Infrastructure vulnerability scanning
powered by IBM

Learn about these in more detail >
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Loss Prevention Services
The best way to protect against cyber attacks is
to prevent them in the first place. CyberEdge PC
combines insurance protection and risk management
tools with access to independent experts.

CyberEdge Mobile App for
iPhone ®,iPad ®, and Android®

CyberEdge RiskTool

AutoShun®

Infrastructure Vulnerability
Scanning Powered by IBM

Our app features the latest cyber news,
real-time information on country-wide data
breaches, a breach cost calculator, an
events calendar and a glossary of common
cyber terms. More than 20 claims narratives
are included to help brokers and clients
better understand how other companies are
handling breaches.

A website that simplifies the risk management
process regardless of the size or complexity
of the company. CyberEdge RiskTool offers
compliance and regulatory risk management
advice and information via a single webbased platform. It can also be used as a
reporting tool for each client’s own training
and compliance procedures.

AutoShun is a third party hardware device
that sits between our client’s firewall and
the external Internet. It helps stop a cyber
attack in real-time by blocking inbound and
outbound communication with known bad
IP addresses.

Our qualifying clients receive infrastructure
vulnerability scanning powered by IBM. IBM will
leverage its robust Managed Security Services
capability to conduct remote scanning for clients’
web-facing external infrastructure, which will help
to identify potential vulnerabilities that could be
exploited by a remote hacker via the Internet.
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Hypothetical Cyber Security Failures and the CyberEdge PC Response

Energy
An energy company uses a sophisticated computer
network to manage power generation across a
number of turbines. It is critical this system operates
continuously to ensure the turbines remain at safe
levels and do not overheat.
During a targeted cyber attack, hackers breach the
network and install malicious software that ‘locksout’ the system’s controllers. Unable to control the
turbines remotely, technicians are required to shut
them down manually. Due to the time required to
shut-down the turbines, several overheat starting
a fire and causing significant damage to their
components.
The Insured’s conventional Property policy includes
a computer system exclusion and no damage
resulting from a cyber security failure is covered. The
CyberEdge PC policy drops-down and pays for the
cyber event response costs to investigate the cause
of incident, crisis communications to media and local
residents, and costs to reconstruct the data lost in the
control room. As the damage is from a proven cyber
security failure, the difference-in-conditions clause
covers the repair costs to the turbine.

Transport
A high-profile marine company has a fleet of
modern cargo ships that rely on software for
navigation and control of various command
functions. This IT infrastructure connects the
ship’s bridge to other departments and allows
the captain to direct operations.

The company’s Marine policy includes a cyber
security exclusion and losses are not covered
under the primary policy. Triggered by the
difference-in-conditions clause, CyberEdge
PC provides the same cover as the primary
policy without the cyber security exclusion.

Unknown to the ship’s owners, a malicious
programme had been installed that allows the
control system to be closed down remotely.
The group responsible for installing the
malicious code activates the programme while
the ship is entering harbour. This causes it to
run around with significant damage to its hull
and cargo.

In addition to the direct damage, the company
incurs significant business interruption
expenses. As CyberEdge PC follows the same
terms and conditions as the underlying policy,
these are also covered and reimbursed to the
client.

VIEW MORE EXAMPLES >
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Hypothetical Cyber Security Failures Continued
Manufacturing
After reviewing their cyber risk exposures and current
insurance cover, a chemical manufacturer identified
their conventional Property policy included a cyber
exclusion and the limits of their Environmental policy
may not adequately cover their potential exposure. To
rectify this, they bought a CyberEdge PC policy linked
their Property policy on a difference-in-conditions
basis and their Environmental policy on an excess loss
basis.

Healthcare
A UK medical manufacturer produces a range of pacemakers for sale across Europe. These
devices utilise wireless technology which allows physicians and support staff to monitor them
remotely.
Through a cyber attack, hackers gain access to the names of patients along with their
pacemaker serial numbers and passwords to access them remotely. With these details,
they are then able to interfere with the normal function of the device which results in
patients experiencing chest pains and requiring medical attention.
The manufacturer’s Product Liability policy does not explicitly state a cyber exclusion, so
they are covered under their primary policy. However, the company bought a CyberEdge
PC policy with excess limits to cover the increase in losses which could be sustained as a
result of a cyber security breach. In this case, due to the number of patients involved, the
primary limits are exhausted and excess limits are required to cover the business losses.

BACK

The same manufacture was later hacked by a 3rd
party and malicious software installed on their
network. This software causes the valves on the
production line to malfunction which leads to a
fire. In addition to the fire, the malfunction causes
an overflow of chemicals resulting in significant
environmental damage to the surrounding area.
In this scenario, CyberEdge PC would be triggered
to cover the property damage resulting from the fire
and the excess in environmental clean-up costs.
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CyberEdge PC Summary
A CYBER BREACH
CAN MEAN MORE THAN
LOST DATA / IDENTITY RECOVERY
/
MULTISTATE NOTIFICATION.

Data breaches, computer
hacking and employee error may cause:

Cyber security
failures

Our new
EXCESS CYBER COVERAGE
provides a VALUABLE ADDITIONAL LAYER
to an organisation’s risk management
program...

CyberEdge PCSM provides organizations with
a SIMPLE YET FLEXIBLE SOLUTION to stay ahead
of the curve of the future of cyber risk.

OIL &GAS
PROVIDERS

ENERGY
PROVIDERS

Cy
be

MANUFACTURING

rEd

EQUIPMENT FAILURE /
DAMAGE...

Product Summary

ge

TRANSPORTATION

SM

PC

SCHOOLS

£
RE TAILERS

...PROPERTY DAMAGE
DUE TO WATER OR FIRE...

HOTELS

TRAFFIC
SYSTEMS

WATER
SUPPLY

STADIUMS

MINERS

TELEMATICS

...PASSENGERS HARMED
IN A TRAFFIC ACCIDENT .

HEALTHCARE

...giving organisations the PEACE OF MIND they are
covered, no matter what the peril, in the event of a cyber
breach.

Learn more about CyberEdge PC
BACK

£
FINANCIAL
SERVICES

VIEW Product Profile >
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American international Group, inc. (AiG) is a leading international insurance organisation serving customers in more than 130 countries and jurisdictions. AiG
companies serve commercial, institutional, and individual customers through one of the most extensive worldwide property-casualty networks of any insurer. in
addition, AiG companies are leading providers of life insurance and retirement services in the united States. AiG common stock is listed on the new york Stock
Exchange and the tokyo Stock Exchange.
AiG is the marketing name for the worldwide property-casualty, life and retirement, and general insurance operations of American international Group, inc.
Products and services are written or provided by subsidiaries or affiliates of American international Group, inc. in Europe, the principal insurance provider is AiG
Europe limited. this material is for information purposes. not all products and services are available in every jurisdiction, and insurance coverage is governed by
the actual terms and conditions of insurance set out in the policy or in the insurance contract. Certain products and services may be provided by independent third
parties. insurance products may be distributed through affiliated or unaffiliated entities. For additional information, please visit our website at www.aig.com.
AIG Europe S.A. is an insurance undertaking with R.C.S. Luxembourg number B 218806. AIG Europe S.A. has its head office at 35D Avenue John F. Kennedy,
L-1855, Luxembourg, http://www.aig.lu/. AIG Europe S.A. is authorised by the Luxembourg Ministère des Finances and supervised by the Commissariat aux
Assurances 7, boulevard Joseph II, L-1840 Luxembourg, GD de Luxembourg, Tel.: (+352) 22 69 11 - 1, caa@caa.lu, http://www.caa.lu/.
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Conventional insurance products may exclude or restrict damage caused by a
cyber security failure. As a first-of-its kind umbrella product, CyberEdge PC fills
these coverage gaps by providing excess and drop-down cover for multiple
lines of business. This additional layer of protection helps organisations’
manage the risk of physical damage posed by cyber attacks.

Cover

Details of Cover

Target Market

CyberEdge PC works in conjunction with
traditional insurance policies, increasing
limits and filling coverage gaps for cyber
security failures that result in property
damage, bodily injury and business losses.
Cover provided includes:

• CyberEdge PC addresses coverage
gaps in an organisation’s underlying
property, casualty, energy,
aerospace, marine, environmental,
healthcare and financial lines
policies.

CyberEdge PC is designed for large
organisations with complex risk
management programmes and is
relevant across a wide range of industry
sectors, these include
(but are not limited to):

• Cyber Event Response Coverage is
written on a primary basis where no
event response costs are included
in the underlying policy, and on an
excess basis if the underlying policy
provides cyber event response
coverage.

• Oil and gas producers and
providers

• Cyber Event Response Cover
- Investigating the cause of a security
failure
- Providing crisis communication
services
- Restoring, recollecting, or recreating
electronic data
• Cyber Excess Coverage
- Losses caused by a cyber security
failure in excess of underlying limits
• Cyber Difference in Conditions
(“DIC”) Coverage
- CyberEdge PC drops-down and fills
the gaps caused by cyber coverage
restrictions and/or negligent act
requirements in an underlying policy

• Cyber Excess Coverage is provided
in accordance with the same terms,
conditions and limitations of the
applicable underlying policy and is
triggered when the underlying limits
have been exhausted.
• Cyber DIC Coverage pays losses
caused by a cyber security failure
that would have been covered by
an applicable underlying policy had
one or more of the following not
applied:
a.

Cyber Coverage Restriction;
and/or

b.

Negligent Act Requirement.

• Utility providers (water and
electricity)
• Manufacturers
• Transportation (airlines, rail,
marine, traffic systems)
• Mines
• Telematics
• Hospitals
• Medical equipment
manufacturers
• Technology /
software developers

• No Terrorism exclusion

This information is intended for insurance brokers and other insurance professionals. It provides a summary of cover only, for full details of policy coverage and exclusions refer to the policy wording.
Page 1 of 2
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This information is intended for insurance brokers and other insurance professionals. It provides a summary of cover only,
for full details of policy coverage and exclusions refer to the policy wording.
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Broker Sales Themes

London
58 Fenchurch Street
London EC3M 4AB
Tel: 020 7954 7000

Evolving scope
of cyber
damage

Cyber attacks are evolving and are no longer limited to data breaches
and business interruption. As organisations increase their reliance on
integrated computer networks, cyber attacks increasingly pose a
physical threat to property and in some cases harm to people.

Increasing
concern

With cyber exclusions and restrictions creating gaps in cover, risk
managers are often uncertain about the protection provided in
conventional insurance policies. CyberEgde PC acts as an additional
layer of protection, providing confidence clients are covered in the
event of a cyber security failure.

Industry
innovation

CyberEdge PC is a first-of-its kind industry innovation. It allows
brokers to differentiate themselves from competitors, present a new
and compelling solution to existing clients, and acts as an excellent
springboard with which to approach new business.

Retention and
cross-sell

Belfast
Forsyth House, Cromac Sq
Belfast BT2 8LA
Tel: 02890 726002
Birmingham
Embassy House,
60 Church Street
Birmingham B3 2DJ
Tel: 0121 236 9471
Croydon
2-8 Altyre Road, Croydon
Surrey CR9 2LG
Tel: 020 8681 2556
Glasgow
Centenary House
69 Wellington St
Glasgow G2 6HJ
Tel: 0141 303 4400

As an umbrella policy, CyberEdge PC can be cross-sold with a range
of existing insurance products, and creates a link which encourages
clients to retain their existing policies. It also opens the door for
discussions around cyber exposures and the potential need for a
specialist cyber data breach and business interruption product.

Flexibility

Central to the appeal of CyberEdge PC is its flexibility. Clients may
choose a combination of excess and difference-in-conditions
coverage. CyberEdge PC can also sit above multiple different policy
types provided by a range of different insurers.

Expertise

AIG is a leading global cyber insurer with over 15 years' experience
handling cyber related claims. In addition to our cyber insurance
expertise, we have specialist underwriters and claims experts across
multiple lines of business.

Leeds
5th Floor Gallery House
123-131 The Headrow
Leeds LS1 5RD
Tel: 0113 242 1177
Manchester
4th Floor, 201 Deansgate
Manchester M3 3NW
Tel: 0161 832 8521

www.aig.com
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CyberEdge PC plugs this gap and delivers
cover for cyber caused damage that would
otherwise be limited or excluded altogether.
Here’s how it works.

Imagine a businesses’ insurance portfolio:
Property, Liability, Crime, Environmental,
PI, or perhaps Marine or Aviation.

Limits Limits

Limits
Limits

Limits Limits

Limits
Limits

LimitsLimits
Limits

CyberEdge PC sits on top of these policies,
for those where damage caused by a cyber
event is limited CyberEdge PC provides excess
coverage – following the exact terms and
conditions of the underlying policy.

Limits
Limits

…others may have specific cyber exclusions, so
they’re not going to cover losses caused by a
security failure at all.

Limits

Limits

Limits
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Some of these policies may cover damage
caused by cyber events up to particular limits…
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Cyber Policies

Conventional Property
and Liability Policies

Conventional Property
and Liability Policies

and legal response,CyberEdge
notification,
liabilities
PC
for lost data, network interruption etc. But as
businesses get more dependent on integrated
Cyber Policies
Conventional Property
systems,
cyber attacks also present
physical
and Liability
Policies
threats to buildings, equipment or even
people that are often limited or excluded from
CyberEdge PC
property and casualty
insurance.
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Today’s cyber policies cover costs
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Cyber Policies

CyberEdge PC
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Cyber Policies
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Cyber Policies
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Conventional Property
and Liability Policies

Limits

Cyber Policies
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Limits
Limits

Limits

CyberEdge PC reacts very quickly, as soon as
the business believes that damage that would
have been covered under one of its policies
has been caused by a cyber event, CyberEdge
PC covers the immediate investigation costs,
the immediate PR and crisis management
services to protect the business’s reputation and
the costs of restoring its damaged data.

Limits

Limits

Limits

Limits

Limits

Limits

Limits

Limits

and clients purchase limits to calibrate cover
across their portfolio in line with their own risk
management requirements.

Limits

For those policies where cyber related
damage is specifically excluded, CyberEdge
PC drops down, to effectively negate any
cyber exclusions or restrictions in the policy
- providing cover for damage caused by
a security breach as if the exclusions or
restrictions had never existed,

Limits

Limits

Limits

Limits

Limits

Limits

Limits

Limits

Limits

Limits

Script summary continued

CyberEdge PC is also very flexible. It
doesn’t matter who the insurer is for any of
the underlying policies, CyberEdge PC can
augment all of them,

CyberEdge PC’s innovation and flexibility is
backed by AIG’s 15 year experience handling
cyber-related claims. All this offers security
and peace of mind in the face of one of the
most volatile and unpredictable risks facing
businesses today. Thanks for listening.

www.aig.com
American International Group, Inc. (AIG) is a leading international insurance organisation serving customers in more than 130 countries and jurisdictions. AIG is the marketing name for the worldwide property-casualty,
life and retirement, and general insurance operations of American International Group, Inc. This material is for information purposes. Products and services are written or provided by subsidiaries or affiliates of
American International Group, Inc. and may not be available in every jurisdiction. For additional information, please visit our website at www.aig.com. RAIG Europe S.A. is an insurance undertaking with R.C.S.
Luxembourg number B 218806. AIG Europe S.A. has its head office at 35D Avenue John F. Kennedy, L-1855, Luxembourg, http://www.aig.lu/. AIG Europe S.A. is authorised by the Luxembourg Ministère des
Finances and supervised by the Commissariat aux Assurances 7, boulevard Joseph II, L-1840 Luxembourg, GD de Luxembourg, Tel.: (+352) 22 69 11 - 1, caa@caa.lu, http://www.caa.lu/.
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