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Client awareness  
is soaring
Few lines of insurance business have as many 
statistics highlighting increasing numbers of 
incidents and exposures as cyber liability.  It is 
not surprising that so many European companies 
are reported to be thinking about the need 
for this insurance, while UK Risk Managers 
see Cyber Exposures as one of their top risk 
concerns.   

BACK NEXT

Cyber exposures are one of the top risk concerns for 
companies.  The global cyber market is currently estimated at 
around £350 million with strong growth projected in the coming 
years with the expansion of technology, data and computers.  
With few companies having cyber insurance in place, there are 
significant untapped sales opportunities for insurance brokers.  

The following sections look in more detail at: the target market, sales themes for first-time buyers 
of cyber-liability, the particular strengths of AIG in relation to this line of business,  suggestions 
for overcoming sales obstacles, some claims scenarios and finally a summary of the CyberEdge 
coverage and services.  
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A big risk 
uncovered
As well as being one of Risk Managers’ most 
pressing risk concerns, cyber exposures are 
also, one of the least insured.  This points to a big 
perceived gap in cover and suggests that clients 
are going to be very interested in discussing 
their cyber exposures and possible insurance 
solutions. 

Big market 
opportunity
While the majority of companies do not have 
cyber insurance all organisations rely to some 
extent   on computer networks.  This presents 
brokers with a huge pool of potential clients 
given that practically all companies in all 
sectors have some exposure.

AIG solutions
Our experience suggests that despite 
companies’ concern about cyber risks, 
they are uncertain about the specific cyber 
exposures they face. CyberEdge provides 
the resources for brokers to put a quantifiable 
form and structure around this expanding 
insurance opportunity and position 
themselves as expert risk advisors.

Learn more about  
cyber exposures
6 minute online movie

CLICK TO VIEW STATISTICS > VIEW COVER SUMMARY >

http://www.studionow.com/w/21c4afa887019/
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Client’s top concern is cyber risk*

1. Cyber Risk 86%

2. Loss of Income 82%

3. Property Damage 80%

4. Workers compensation 78%

5. Utility Interruption 76%

6. Securities / Investment Risk 76%

7. Auto / Fleet Risk 65%

The landscape is evolving quickly

80% of clients 
believe that it is 
difficult to keep up 
with cyber threats 
because they are 
evolving so quickly.

Other “Hot Button” topics in cyber

•	 IT departures cannot be the sole source for 
defending against cyber risk

•	 Cloud computing and mobile technology are 
growing areas of concern when it comes to 
potential sources of cyber risk

•	 Clients are increasingly aware of cyber 
network downtime as a potential loss from a 
cyber issue

•	 Awareness of potential losses related to 
reputation are also increasing, leading to 
more C-Suite involvement on strategic cyber 
initiatives

*  Percentage of respondents who indicated they were “very” or 
“somewhat” concerned about each specific risk from a base 
of 256 quantitate interviews among brokers, risk managers, 
C-Suite executives and information technology decision makers. 
October - November 2012.



Companies with US outlets
European Companies with US operations or data 
in the US have onerous obligations after breaches 
of data security.  They must adhere to the 46 US 
State legislations for maintaining security standards, 
with some requiring individual notification to those 
affected.  Regulations go beyond state requirements 
and there are industry specific legislations that must 
be followed as well.  Additionally the SEC requires 
US listed companies to disclose their operational and 
financial exposures after a Cyber attack or Cyber 
event.    

Universities
Universities and colleges collect a lot of confidential 
information (credit card numbers of applicants, 
academic transcripts, research data, and health 
records).   Much of it is stored on mobile devices 
belonging to staff and students which may be 
misplaced or left unattended. Remote access, social 
media, academic transaction management software 
contribute to the risk, while the university may not 
have the highest levels of security. 

Healthcare
The development of electronic health record, other 
digital health platforms and connected devices 
have made the healthcare sector more vulnerable 
to security breaches. Recent years have seen 
growing numbers of healthcare investigations by the 
Information Commissioner’s Office.

Retailers
Retailers hold a wealth of customer information 
including credit and debit card numbers, and 
online retail sales are on the rise via a global 
customer base.  This brings compliance obligations 
with individual country legislation and Payment 
Card Industry Data Security Standards (PCI 
DSS) exposing the business to possible fines and 
penalties.  Retail websites are vulnerable to freezing 
by hackers, impacting revenue from online sales.  
Meanwhile increasing credit card skimming can 
affect any retailer with point of sale systems.  

Hotel, Travel and Leisure
These sectors are susceptible to many exposures 
including: security and privacy liabilities associated 
with a global consumer base transacting online 
reservations, denial of service attacks and point of 
sales credit card skimming.  High profile breaches of 
major chains include the hacking of payment systems 
and credit card information being lost. Franchised 
organizations must also ensure that franchisees 
maintain prescribed data security standards to protect 
the brand from any reputational harm associated with 
a data security or privacy breach.

Telecoms
Telecom companies are liable for the security of huge 
volumes of personal information transmitted.  There is 
an EU Directive in respect of telecom companies and 
many European countries require telecom companies 
to notify any data-breaches to customers, meaning 
significant costs and increased likelihood of fines, 
penalties, reputational damage and third party 
claims.  Any credit card transactions mean that the 
company must comply with PCI DSS. Additionally 
they face sophisticated viruses targeting public 
infrastructure threatening operational and revenue 
interruption.

Utilities
Many power sub-stations, dams and pipelines have 
reduced costs by remote control and monitoring 
systems, but this has increased cyber exposures  - 
sometimes exacerbated by poor security practices. 
Exposure to cyber extortion is amplified by attacks 
on national infrastructure networks. In the KMPG 
Vulnerability Study, Utilities is the most vulnerable 
sector affected by version issues of their web server 
software.  Meanwhile utility companies collect large 
amounts of personal information for credit card 
transactions and are subject to PCI DSS compliance.

Banking and Finance
Financial Institutions have been high on the radar of 
hackers given the sensitive data at stake.  Malware, 
non-approved devices and third-party business 
applications all pose unique challenges to banks and 
other financial companies.  The sector has also seen an 
increase in denial of service attacks from hactivists. 

Manufacturing
Manufacturing and production facilities require 
integrated and reliable operations systems to ensure 
their production is timely and effective. The supply 
chain, outsourcing and the failure of equipment are 
just a few areas that raise the threat of cyber risks.
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The potential market for 
CyberEdge is large because any 
company that stores, manipulates, 
or transmits data is at risk of a 
cyber or physical theft event.  



Do they understand their  
cyber risks?
Many businesses are worried about Cyber 
Exposure but do they have a clear view of what the 
risks actually are so they can protect themselves?

Businesses face risks from hackers, hactivists, 
malware, negligent and rogue employees, poor IT 
controls. CybeEdge provides clear and structured 
protection: expert assistance when things go  
wrong, protection against the financial 
consequences and reputational protection as well. 

Do they understand the  
potential costs?
One cyber breach or data leak, can result in a wide 
range of ramifications.

The financial consequences can be severe: 
notification costs, experts to  control the damage, 
costs of credit and ID monitoring, investigation costs,  
third party liabilities and longer term reputational 
and Business Interruption costs.

Rapid response is critical
Does the business understand how essential an early 
effective response is to its reputation?

The company’s response in the first 24-48 hours is 
critical.  It should be aligned with forensic, legal, 
and PR experts to control the reputational impact on 
customers, suppliers, staff, investors, regulators and 
the public at large.

SMEs: Open to attack
Do SMEs appreciate how exposed they are relative 
to larger companies?

Smaller businesses may have less robust security 
and no audited response initiatives (perhaps seen as 
costly).  They often present opportunistic targets and 
criminals may use them as a backdoor means of 
attacking larger organisations.

SMEs: Vulnerable to damage
Have SMEs considered their vulnerability to 
damage after an attack?

Smaller companies may have no access to forensic, 
legal, and PR experts after a security failure:  loss 
of revenue, inability to cover operational expenses 
and reputational damage can be devastating for 
them.

Big companies: Bigger targets
Larger companies have more data to lose and 
perceived “deeper pockets” to seek redress from. 

Large companies with more data means that 
breaches can lead to more records being stolen and 
more costs to manage the loss. They are also more 
susceptible to 3rd party and share holder class 
actions.

Big companies: Harder to track
It can be more difficult for large companies to  
police thousands of employees.

Monitoring (rogue or negligent) employee 
activity, tracking stolen and lost hardware and the 
corresponding theft of proprietary information is 
much harder in large complex organisations and 
data breaches can take much longer to resolve.

Big companies:  
Cross border issues
Businesses with international operations can face 
additional complexities after a breach.

Cross border sharing of data, even within 
organisations, can lead to high mitigation costs after 
a breach.  Cross border forensic and legal experts 
will need to be aligned to deliver the best possible 
outcome for the client.
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Clients who are “first time buyers” not having yet made the decision 
to purchase cyber insurance, need to understand the extent of their 
potential exposures and the protection offered by the insurance.  
Here are some suggested discussion points.   
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LEARN ABOUT 
THE THREATS
50 second short movie

VIEW COVER SUMMARY >

10 second short movie
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Businesses face a range of  
Cyber threats such as:   
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As a world leading insurer of cyber 
exposures, we have built up a wealth of 
experience reflected in the breadth of our 
cover and supporting services, and the 
skill and experience of our claims teams.  
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With over 10 years of 
experience of writing 
cyber liability insurance 
internationally, we have a 
deep understanding of the 
risks that businesses face when 
dealing with data assets.  This 
experience allows us to deliver 
the most comprehensive cyber 
coverage the insurance industry 
has to offer.

Deep 
understanding

We have performed 
extensive due diligence 
throughout Europe to make 
sure that our CyberEdge 
policyholders benefit from 
leading forensic and legal 
professionals in their country 
to deliver guaranteed high 
quality assistance after a 
cyber breach.  

Expert cyber 
support

Our cyber passport makes 
global cyber protection as 
simple as possible. One 
tailored proposal details the 
terms of our client’s global 
cyber programme including 
the worldwide policy and 
any locally admitted policies, 
in accordance with local 
regulations, local practice and 
local risk.

CyberEdge 
Multinational 

We have a team of dedicated 
cyber liability underwriters to 
review our brokers’ and clients’ 
cyber accounts.  This means that 
we understand our customers’ 
concerns, and we use this insight 
to constantly evolve our policy 
coverage. As our  “Beyond 
Insurance” capabilities show, 
AIG’s innovation becomes your 
clients’ protection. 

Product 
innovation

We have developed a world 
leading cyber liability claims 
team and our global structure 
allows us to communicate our 
experiences of security and 
privacy events worldwide. This 
means that our local claims 
teams are at the forefront of 
knowledge and best practice with 
an understanding of the risks, 
trends, and of the importance of 
swift response in handling cyber 
related issues.

Claims 
experience 

Risk Tool
Simplifies Cyber risk 
management for companies 
of all sizes, delivering 
regulatory risk management 
advice. It can also be used 
as a reporting tool for each 
client’s own training and 
compliance procedures.

AutoShun®

Helps stop a cyber attack 
in real-time by blocking 
communication with known 
bad IP addresses.

AutoShun® sits between 
our client’s firewall and the 
external Internet. 

CyberEdge App 
Our cyber app includes the latest 
cyber news, real-time information 
on country-wide data breaches, 
a breach cost calculator, and 
claims narratives to show how 
other companies are handling 
breaches.

Beyond insurance: 
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Although there is great interest in Cyber exposures 
among businesses, many obstacle to purchase relate to 
uncertainties about their own business’s actual exposures, 
which can be strongly countered in discussions. 
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We don’t need it  - We’re not 
subject to US style regulation
Regulation only represents a single 
cost element of a cyber breach. 
Organisations have a responsibility to 
clients to keep their data  secure.  The 
reputational harm of a data breach 
can out price any cost associated 
with a data breach. Even without state 
regulation, industries (such as the 
payment card industry) can, and do, 
issue rigorous fines.

We don’t need it - we 
outsource our security
More companies are outsourcing 
elements of data storage to cloud 
and other 3rd party platforms. 
Outsourcer’s security standards must 
be vetted to ensure they maintain 
approved requirements – particularly 
as the nature of their activity and the 
volume of data they store makes 
them attractive target.  Contracts with 
outside security vendors often limit 
liability from a breach, so the business 
still has to shoulder its own mitigation 
and defence costs.I’ve never had a cyber 

breach so I don’t need this 
coverage
Although the majority of 
businesses have not had a claim, 
the environment has changed.  
Companies are more susceptible to 
security and privacy threats than ever 
before.  Future legislation is likely to 
augment current industry standards 
suggesting that the financial and 
operational effects of a data breach 
will become more onerous for 
organisations that have suffered, or 
contributed to, a breach.

Our IT department is 
managing risk effectively
A company’s most powerful 
first line of defence is it’s own 
IT system, and the best way 
to protect against attacks is to 
prevent them. Sometimes that is 
just not possible, and you will 
need someone who can react 
quickly and make it simple 
for you to help your business 
operating smoothly.

Our existing insurance 
policies typically cover 
some cyber risk
CyberEdge is a comprehensive 
risk management solution for 
cyber insurance. No other form 
of liability insurance offers 
comprehensive coverage for 
cyber liability. Other policies can 
cover some elements but it is not 
total coverage and often is sub-
limited to normal fees.

We determine coverage 
needs based on what our 
peers are doing.
Every company is unique and 
cyber criminals, employees 
and competitors may be 
interested in your digital 
assets. AIG has underwritten 
thousands of cyber policies 
and has experience across 
industries.

Cyber threats are 
evolving quickly, it is 
difficult to keep up.
In a rapid changing 
landscape, CyberEdge 
provides innovative protection 
and responsive guidance 
based in years of experience. 
With AIG’s help, businesses 
keep ahead of the curve when 
it comes to managing cyber 
risk.

The cost of cyber insurance 
exceeds the incident cost.
Premiums are modest in 
comparison to the potential 
scale of a cyber event including 
the potential for loss of revenue 
from reputational damage. 
CyberEdge represents an 
affordable and predictable 
investment in protecting 
an organisation from data 
breaches.

The financial cost of an 
incident would not be 
significant
The average cost for resolving 
a network security breach is 
high. You may want to look at 
a breach calculator to estimate 
costs and analyse the potential 
impact of different scenarios. 
However, cyber events have 
cost organisations hundreds of 
millions to resolve.

Our industry is not 
at high risk for cyber 
threats
Criminals often use non-
targeted companies as a 
backdoor entry to larger, 
more desirable target. This 
makes companies more 
susceptible to security and 
privacy threats than ever 
before. CyberEdge also 
covers non-targeted incidents, 
such as employee sabotage 
or error.

Our data is not a high-risk 
target for cyber threats
Criminals know that some 
companies may be “easier” 
targets because they do not 
have the resources for effective 
security to prevent a loss or for 
effective recovery strategies 
after a loss. Cyber risk comes in 
many forms and AIG has dealt 
with most of them.
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Add our expertise to yours
CyberEdge provides breach coaching, forensic services and insurance to get your clients 
business back to normal after a cyber event. View details of the information assurance 
experts and key law firms we partner with to deliver this. 

Our claims specialists are ready to assist our clients’ IT 
department manage a cyber incident from the moment it 
occurs. Our team provides the additional layer of defence an 
IT department needs to face the issue and its consequences.

Unprecedented Experience
Our claims specialists are ready to assist our clients’ IT 
department manage a cyber incident from the moment 
it occurs. Our team provides the additional layer of 
defence an IT department needs to face the issue and its 
consequences.

Rapid Support When Clients Need it Most
•	 Our claims specialists react quickly to guide our clients, 

from assessing their needs to processing their claim.

•	   Most coverage is written on a primary basis, enabling 
our claims specialists to be on the front line with the 
authority to make decisions.

•	   Our network of legal firms, forensic investigators 
and public relations firms offer immediate support for 
insureds managing the consequences of a breach.

   

Claim Benefits
•	 24/7 access to our claims 

team to report a claim or 
seek guidance. 

•	 Access to local claims 
specialists and panels of 
domestic and international 
legal advisors on the ground 
around the world with the 
local expertise to handle 
cyber claims. on the ground 
around the world. 

•	    Complimentary one hour 
consultation with a breach 
coach and access to a 
breach response team to 
prepare for a cyber attack.

BREACH

FORENSICS

LEGAL PR

NOTIFICATION

FINES & 
INVESTIGATION

LIABILITIES

Immediate response within 1 hour from 
breach coach

Expert forensics: what’s been affected, how 
can it be contained, repaired or restored

Expert legal response and PR consultancy to 
contain reputational damage

Costs of notifying data subjects who may be 
affected by the breach – and credit monitoring 
to prevent further losses

Professional preparation for any investigation 
Insurable fines and penalties by a data 
protection regulator

Defence costs and damages: for
•	 Any breach of personal or corporate data
•	 Contaminating someone else’s data with a virus.
•	 Theft of system access code 
•	 Theft of  hardware containing personal data
•	 A negligent act or error by an employee

Summary of a breach anatomy 
and CyberEdge response

Breach component CyberEdge response

LEARN MORE >
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Here are a range of scenarios based on actual events which 
illustrate the range of coverages provided by CyberEdge.    
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MORE EXAMPLES >

Hacking - Hotel
Hackers gained access to computer systems  
of 26 hotel locations

CyberEdge Cover:

•	 The forensic costs to establish what data was 
stolen from which individuals  
(nearly half a million credit cards and names 
were exposed)

•	 The costs of notifying the individuals whose data 
had been stolen

•	 The costs of credit monitoring for the affected 
individuals to make sure they suffered no 
ongoing losses after the information theft

•	 The costs of a legal breach coach to prepare the 
business for investigation

•	 PR consultancy to advise the business about 
mitigating reputational damage after the incident 

Hacking - Card
A payment card processor’s system is hacked 
compromising credit card data
CyberEdge Cover:

•	 The costs of forensic experts to establish what data 
was stolen from which individuals

•	 The costs of notifying the millions of individuals whose 
data had been stolen

•	 The costs of credit monitoring for the affected 
individuals to make sure they suffered no ongoing 
losses after the information theft

•	 The costs of PR consultancy to mitigate the 
reputational damage to the business after the breach 

•	 The costs of a legal breach coach to prepare the 
business for investigation

•	 The professional representation costs for the 
investigation by the payment card industry

•	  Legal representation and defence costs for the legal 
action that was brought against the company

Rogue employee
An employee of a large consumer reporting agency 
steals the personal information of millions of customers.

CyberEdge Cover:

•	 The costs of forensic experts to establish what 
data was stolen from which individuals

•	 The costs of notifying the millions of individuals 
whose data had been stolen

•	 The costs of credit monitoring for the affected 
individuals to make sure they suffered no ongoing 
losses after the information theft

•	 The costs of a legal breach coach to prepare the 
business for investigation

•	  The costs of representing and defending the 
business in the ensuing legal action that was 
brought  against them

Lost at the vendors
A business’s email server and hard drive was stolen 
while they were in the possession of an outside vendor

CyberEdge Cover:

•	 The costs of forensic experts to establish what 
data was stolen from which individuals

•	 The costs of notifying the individuals whose data 
had been stolen

•	 The costs of credit monitoring for the affected 
individuals to make sure they suffered no ongoing 
losses after the information theft

•	 The costs of a legal breach coach to prepare the 
business for investigation

•	 The costs of PR consultancy to advise and guide 
the firm with its external media communications 
about the event

LEARN HOW  
CyBEREDGE RESPONDS

1 minute short movie
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We have many other examples of cyber claims including:

Network interruption
A national apparel retailer experienced a 48 hour 
systems failure right before a busy holiday weekend, 
resulting in an inability to process credit card 
sales, customer walk-outs and disruptions in time-
management and communications systems.

AIG collaborated with the insured in selecting a 
forensic accountant to calculate the lost sales of 
approximately $1.4 million after the applicable 
waiting period for system failures in the Network 
Interruption Coverage System of the policy.

Retail
A luxury department store chain was informed of a 
potential incident involving an unknown credit card 
processor that personal information for more than 
35,000 cardholders of the store at risk.

Calling on its strong vendor relationship network, AIG 
worked with the insured to retain a top professional 
to provide notification, replacement credit cards 
and credit-monitoring services. AIG reimbursed the 
insured approximately $200,000. AIG is providing 
legal counsel and closely collaborating with the 
retailer to explore its right to reimbursement from the 
credit card company and third-party processor.

Retail
An insured car dealership was notified of 
the theft of a box containing sales files and, 
after investigation, determined that additional 
boxes containing sales contracts with personal 
customer information were also missing.

Although the applicable notification law did not 
apply because the files were in paper format, 
AIG urged the insured - and they agreed - to 
provide voluntary notification to potentially 
affected customers. AIG also retained a breach 
coach to assist the insured and provided free 
credit monitoring for one year to affected 
individuals.  

Retail
A supermarket’s point of sales system was hit 
by external malware, disabling communication 
between the registers and the inventory machine. 
The supermarket ran out of stock and had to close 
until the till system was fixed and stock replenished.

Retail
Over 200 retail outlets (including 150 branches of 
a large fast food chain’s) point of sales system were 
infiltrated, loading keystroke loggers to record all 
data entered or swiped through the system.

Data loss
A multinational insurance company was punished 
by a multimillion pound fine by the UK’s regulator 
when it lost a backup tape containing the private 
details of over 46,000 policy holders.

Hacking - Industrial
Over 4 years a criminal operation stole proprietary 
information from several of the largest oil and gas 
organisations. Key hash techniques had been 
implemented to siphon correspondents and data 
relevant to industry specific matters including oil 
exploration and cooperative deals between the 
infected organisations.
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CyberEdge delivers an immediate range of responses 
to a data breach or an extortion attempt. 




Expert IT consulancy 
for the business during 
and after a cyber 
breach

A cyber incident response team to assist 
the client if they think they are being 
hacked

Expert assistance after a data breach 
to policy holders to restore their systems 
and firewalls enabling business to get 
back to normal 

The costs of professional fees incurred 
in determining whether electronic data 
can or cannot be restored, recollected 
or recreated

Expert consultancy 
to safeguard and 
rebuild a company’s 
reputation after a 
cyber breach 

Professional consultancy costs to 
prevent or minimise potentially adverse 
effects of a newsworthy cyber event

Professional consultancy costs to 
minimise potential damage to any 
individual’s reputation at the company 
(e.g. the chief Information Officer)
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Here is an outline of the cover  
provide by CyberEdge. 
(Note it is only a summary for general guidance and scope and 
terms are subject to the terms and conditions of the policy).  
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Financial costs 
if the business 
does something to 
somebody else

Costs of notifying customers (or regulatory authority) 
that their data has been affected by a breach.   
Costs of credit file monitoring of those affected.

Defence costs and damages if the business (or 
its outsourced handling firm) causes a breach of 
personal or corporate data

Defence costs and damages if the business 
contaminates someone else’s data with a virus

Defence costs and damages if the business suffers 
theft of a system access code by non-electronic 
means

Defence costs and damages if the business suffers 
theft of hardware containing personal data

Defence costs and damages if the business’s 
employee causes a data disclosure 

Financial costs of data 
protection legislation 

Costs of legal advice and representation in 
connection with a data protection investigation

Insurable fines and penalties levied by a data 
protection regulatory authority

Financial costs Consultancy services Optional covers

Optional network interruption
Loss of net profit as a result of a material 
interruption to the insured’s network, caused by a 
security breach.

Optional cyber/privacy extortion
Ransom payments (extortion loss) to third parties 
incurred in terminating a security threat

Optional digital media liability
Damages and defence costs incurred in connection 
with a breach of third party intellectual property, or 
negligence in connection with electronic content
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CyberEdge® Add our expertise to yours

In partnership 
with information 
assurance experts 
and law firms, 
AIG offers a 
suite of value 
added services 
in addition 
to insurance 
protection.

KPMG Cyber Response Team
Effective cyber response requires a 
multi-disciplinary and coordinated 
approach. KPMG’s cyber response 
team contains technical experts, 
experienced incident managers, 
forensic specialists and legal advisors. 
We combine the bespoke technical 
knowledge of a specialist ‘boutique’ 
firm with the business understanding, 
variety of skill-set and cross-border 
coverage of a global advisory firm. 

Service Area Cover:

•	 Decisive and measured 
management of incidents or 
threats that your organisation may 
discover, specifically providing 
practical assistance and advice 
on containment, mitigation and 
continuation or resumption of 
business operations.

•	 An independent view of the risks 
your business faces in line with your 
current cyber detection capabilities 
and procedures

•	 Providing confidence in the state of 
your cyber response procedures as 
well as the controls and technologies 
which underpin them

•	 Our international network across 
140 countries provides a truly 
global cyber response capability, 
allowing us to quickly assist you 
during the investigation and 
remediation projects that may affect 
geographically-disparate networks 
and systems.

Norton Rose Fulbright
Norton Rose Fulbright will navigate 
through the full range of privacy and 
data protection issues worldwide, and 
provide a global strategy to tackle 
conflicting and often onerous data 
protection requirements.

They provide advice across Europe, the 
United States, Canada, Latin America, 
Asia, Australia, Africa, the Middle East 
and Central Asia and the rest of the 
world, drawing upon the experience 
of their global data protection lawyers 
and working closely with local 
correspondent firms.

Their areas of work include:

•	 Audits and general compliance 
programmes 

•	 International personal data transfer 
solutions 

•	 Cross border discovery and 
investigations restrictions 

•	Datacentre hub relocation 

•	 Data loss/breaches and regulatory 
interactions 

•	 Personal data rich products, cloud 
and e-commerce 

•	 Monitoring and whistleblowing 
schemes

CMS Cameron McKenna
The CMS Cameron McKenna 
international team of lawyers provide 
expert advice on all data protection 
and, in the UK, freedom of information 
matters. With extensive experience 
across a range of industry sectors, 
they aim to deliver practical solutions 
that solve legal challenges without 
compromising on commercial priorities. 

CMS Cameron McKenna understand 
that the way clients use information 
is rapidly changing. Advancing 
technologies and increasing 
government regulation mean that it 
is important to keep up-to-date. Their 
team are accomplished at advising 
businesses on the very latest legal and 
commercial developments.

Services cover:

•	 Data protection registration, required 
terms and conditions, and policy 
development 

•	 Devising procedures for the transfer of 
data to non-EEA countries using model 
clauses and binding corporate rules 

•	 Implementing robust data security 
policies and encrypting mobile devices 

•	 Dealing with requests to intercept 
communication data 

•	 Responding to freedom of information 
and subject access requests 

•	 Implementing direct marketing 
initiatives that are legally compliant 

•	 Resolving data protection issues that 
arising from corporate and outsourcing 
projects
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To learn more 
about CyberEdge:

E-mail:     
CyberEdge@aig.com

Visit:     
www.aig.com/CyberEdge          




